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Abstract

In this paper, we study the differentially private
Principal Component Analysis (PCA) problem in
stochastic optimization settings. We first propose
a new stochastic gradient perturbation PCA mech-
anism (DP-SPCA) for the calculation of the right
singular subspace to achieve (e, §)-differential pri-
vacy. For achieving a better utility guarantee and
performance, we then present a new differential
privacy stochastic variance reduction mechanism
(DP-VRPCA) with gradient perturbation for PCA.
To the best of our knowledge, this is the first
work of stochastic gradient perturbation for (¢, d)-
differentially private PCA. We also compare the
proposed algorithms with existing state-of-the-art
methods, and experiments on real-world datasets
and on classification tasks confirm the improved
theoretical guarantees of our algorithms.

1 INTRODUCTION

Dimensionality reduction is an essential tool for understand-
ing complex datasets that appear in modern machine learn-
ing and data mining applications. Even though a single data
point can be represented by hundreds or even thousands of
features, the phenomenon of interest is that real-world data
are usually highly redundant with a low intrinsic dimension-
ality. By reducing the data in a high dimensional space to a
lower dimension space, we can discover important structural
relationships between features. Many efficient methods use
the transformed features for learning tasks such as classi-
fication and regression, and significantly reduce the space
required to store the data. Other benefits include removal
of noise and extraction of correlations. Principal compo-
nents analysis (PCA) is one of the most classical methods
for dimensionality reduction in statistics, machine learning,
and signal processing, and it can be used in social science

[[Costello and Osborne, [2005]], financial econometrics [[Aity
Sahalia and Xiu, 2017]], medicine [Barber et al.,[1975]] and
genomics [Lu and Xul 2013|.

Given a dataset represented by a matrix X € R"*? PCA
is used to calculate a good low-rank approximation of the
second moment matrix A = %X T X of a set of data points
in R%. The rank k of the approximation is chosen to be
the intrinsic dimension of the data. This procedure is the
process of computing the principal components (i.e., a k-
dimensional subspace of R%).

1.1 DIFFERENTIALLY PRIVATE PCA

Many modern machine learning applications are performed
on large amount of personal information about individu-
als, and thus these datasets contain sensitive information
about user behaviors. Therefore, it is important to design
efficient algorithms to discover important structural rela-
tionships in the data while considering the sensitive nature
of the data. Differential privacy (DP) [Dwork et al.||2006]
is a commonly recognized criterion that provides provable
protection of identity, and many researchers have used it to
develop privacy preserving and learning algorithms such as
[Chaudhuri and Monteleoni, 2008, [Chaudhuri et al., 2011}
Bojarski et al., [2014]. A simple idea to hide personal infor-
mation is to add some special types of noise to the original
model. After that, the attacker has two outputs with slightly
different inputs, and can not tell whether the output changes
are due to artificial noise or input differences.

In this paper, we study the problem of differentially private
PCA. More specifically, for a given matrix X that contains
some sensitive information, our goal is to compute a low-
dimensional subspace that captures the covariance of X
as much as possible without compromising the privacy of
any individual. There is a large number of literature on
studying PCA with differential privacy such as [Dwork et al.,
2014 [Hardt and Roth, 2013|, [Hardt and Rothl 2011} [Hardt
and Pricel 2014, Blum et al.| 2005 |(Chaudhuri et al.| 2012}
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Table 1: Comparison of existing (e, §)-DP and (¢, 0)-DP algorithms, and the proposed algorithms, where each component
function is G-Lipschitz. Note that o € (0,1), o = log(1/8)/((1 — u)e) + 1, k is the number of the principal components,
and o1, o) and oy denote the first, k-th and (k + 1)-th eigenvalue of the covariance matrix A, respectively:

Algorithm Utility bound Noise magnitude Privacy
Gaussian [Dwork et al., 2014 O(im) O(M) (€,0)
k k+1
Wishart [Jiang et al.l [2015] O(% O(%’eg—d) (€,0)
(0~ T k41 s
Local Gaussian [Wang and Xul, 2020]] O(%) O(Ug;f%) (,0)
k k+1
DP-SPCA (ours) O(LH) 0(24<”) (¢, 6)
DP-VRPCA (ours) O(Yrdlogn) O(Em) (€, )

Kapralov and Talwar, 2012, [Balcan et al., [2016| Jiang et al.,
2015, /Wang and Xu}, 2020]], which output a noisy projection
matrix for dimensionality reduction while preserving the
privacy of any single data point.

There are several general ways to construct differentially pri-
vate PCA algorithms for differential privacy approximations.
Roughly speaking, a great number of methods need to add
noise, which can be roughly classified into three categories.
The first type of methods are input perturbation methods
by directly adding noise to the data before performing the
required computation. The second type of methods are to
perturb the objective function, which are called objective
perturbation methods. And the third type of methods are to
perturb the output of a non-DP algorithm. Most of existing
methods use the well-known power method based on [Golub
and Loan, 2013] to get the variance error bound for the top
private left or right singular vectors of X in two ways of
differential privacy. The first way uses input perturbation
by directly adding noise to the second moment matrix A
and then uses the power method to compute the eigenvec-
tor decomposition of a perturbed covariance matrix, e.g.,
[Chaudhuri et al., [2012} Jiang et al., 2015]]. An alternative
way is to add noise to the calculation process of the power
method to achieve objective perturbation, e.g., [Dwork et al.
2014, [Hardt and Rothl 2013} [Hardt and Roth, [2011| Balcan
et al.,[2016].

However, each iteration of the power method requires multi-
plying the covariance matrix A by one or multiple vectors.
When the sample size n and the dimension d are large, the
total running time depends on the condition number & of the
matrix A and the eigengap A = (o, — 0j41)/0% of the co-
variance matrix between its k-th and (k + 1)-th eigenvalues
(i.e., 0 and ox41), which means many passes are required
over the data if \ is small and/or « is large. This paper will
propose two efficient stochastic gradient descent methods
to compute the private right singular subspace with greater
privacy protection, which can avoid repeated manipulation
of the covariance matrix and is more suitable for large-scale
problems. Moreover, the PCA algorithms are very sensitive

in this sense because the top eigenvector can change by 90°
by changing one data point in the dataset. Thus, we apply
a Gaussian perturbation to gradients in first order optimiza-
tion algorithms rather than to X, and the magnitude of the
perturbation in each entry can be smaller than that required
under the naive input perturbation.

The notion of differential privacy mainly has two types:
(€,0)-DP (also called pure DP) and (e, §)-DP (also called
approximation DP). (¢, 4)-DP is a weaker version of (e, 0)-
DP because the former allows to break the privacy guarantee
with a very small probability (more precisely, §). Some pio-
neering differentially private PCA methods such as [[Dwork
et al., 2014} Hardt and Roth| 2013, |[Hardt and Roth, 2011}
Hardt and Pricel 2014 Blum et al., |2005] [Balcan et al.|
2016l [(Wang and Xul 2020] used the concept of (e, §)-DP.
Some methods such as [[Chaudhuri et al.| 2012} |Kapralov
and Talwar, [2012, [Jiang et al., 2015] are based on (¢, 0)-DP.
This paper will propose efficient stochastic algorithms with
(e, 0)-differential privacy.

Many differentially privat methods focus on the k-subspace
PCA problem in the low-dimensional setting (i.e., n > d),
e.g., [Hardt and Rothl, 2013} |[Hardt and Roth, 2011} Jiang
et al., 2015, |Dwork et al.,[2014]]. And some methods were
proposed for another case, which is assumed to be high-
dimensional (n < d), e.g., [Wang and Xul 2020]. In the
first case, it is generally assumed that the rows of the data
matrix are normalized to have a norm of at most 1, as done
in this paper. In high-dimensional scenarios, the natural
method is to impose some additional structural constraints
on the leading eigenvectors, and a commonly used constraint
is to assume that the leading eigenvectors are row sparse. In
this paper, we mainly consider efficient differentially private
PCA algorithms in the first case.

1.2 OUR MAIN CONTRIBUTIONS

The main contributions of this paper are highlighted as
follows:



e We propose two efficient stochastic algorithms for dif-
ferentially private PCA (called DP-SPCA and DP-VRPCA,
respectively), which use gradient perturbation at each iter-
ation. We also provide their privacy and utility guarantees,
and the theoretical results show that our differential pri-
vacy stochastic algorithms have tighter utility upper bounds
with less perturbed noise, as shown in Table[I] Especially,
DP-VRPCA achieves better utility and is more suitable for
large-scale datasets.

e We perform many experiments on a9a, MNIST and
CIFAR-10 with different principal components to verify
the utility improvement of DP-SPCA and DP-VRPCA. Nu-
merical results consistently confirm that under the same
experimental performance, DP-SPCA and DP-VRPCA can
achieve better utility guarantees.

e We use a linear support vector machine (SVM) as a dis-
criminative classifier and evaluate our approaches on three
standard classification datasets, a9a, MNIST and Real-sim.
Our experiments indicate that compared with other algo-
rithms, the classification accuracies of DP-SPCA and DP-
VRPCA are closer to that of the algorithm without noise
perturbation (i.e., their non-private counterpart). Especially,
the performance of DP-VRPCA is superior and more stable.

The remainder of the paper is organized as follows. Section
[2] gives some related work about differentially private PCA.
Section 3| presents some preliminaries and definitions of dif-
ferential privacy. Section [d] proposes two efficient stochastic
differentially private PCA algorithms and provides theoreti-
cal analysis on privacy and utility guarantees of our mecha-
nism together with the comparison to several highly-related
work. Then the numerical experimental results are presented
in Section 5] Finally, we conclude this work in Section [6]

2 RELATED WORK

In this section, we present some related work about differen-
tially private PCA and differentially private empirical risk
minimization (ERM) problems.

2.1 DIFFERENTIALLY PRIVATE PCA

This paper deals with the problem of differentially private
PCA. Starting from the SULQ framework [Blum et al.|
2005], which uses an early input perturbation framework,
and the parameters of noise are refined by [Dwork et al.|
2006|. Dwork et al. [2014]] proved the state-of-the-art utility
bounds for (e, §)-DP.[Hardt and Roth|[2011]] provided a bet-
ter bound under the coherence assumption. In [Hardt and
Roth, [2013, |[Hardt and Price, [2014], the authors used a noisy
power method to generate the principal eigenvectors itera-
tively with removing the previously generated ones. Hardt
and Price| [2014]] provided a special case for (e, 0)-DP as
well.|Chaudhuri et al.|[2012]] proposed the first differentially

private PCA algorithm for (¢, 0)-DP based on an exponen-
tial mechanism [McSherry and Talwar, 2007]. Kapralov and
Talwar[2012] argued that the algorithm in [Chaudhuri et al.|
2012] lacks convergence of the chain, which may affect
the privacy guarantee, and they also devised a mixed algo-
rithm for low-rank matrix approximation.{Jiang et al.| [2015]
proposed a new input perturbation mechanism for publish-
ing a covariance matrix to achieve (€, 0)-DP, which uses a
Wishart distribution to keep the positive semi-definiteness
of the published covariance matrix. More recently, Wang
and Xu! [2020] introduced the PCA problem under the dis-
tributed non-interactive local differential privacy model in
both low and high dimensional cases.

2.2 DIFFERENTIALLY PRIVATE ERM

Differentially private PCA can be viewed as a differentially
private empirical risk minimization (ERM) problem. In the
last decade, there are many methods such as [Wu et al., 2015,
Wang et al., 2016} |Abadi et al., 2016, [Zhang et al., 2017,
Wang et al., 2019] for differentially private ERM, which
attack the problem from different perspectives. Objective
perturbation, output perturbation, and gradient perturbation
are the three main methods of performing ERM under DP
guarantees. Among the three categories, the gradient per-
turbation method can obtain the optimal solution to ensure
both differential privacy and utility guarantees, and is the
preferred method in practice.

The output and objective perturbation for privacy protec-
tion are considered in [[Chaudhuri and Monteleoni, | 2008,
Chaudhuri et al.| 2011]], and the privacy and utility of Logis-
tic regression and SVM are theoretically guaranteed. The
impacts of learning rate and batch size on DP-ERM were
studied in [Song et al.l [2013]]. Wang et al.|[2016] studied
the stability, learnability and other properties of DP-ERM.
An adaptive privacy budget based on concentrated DP was
proposed in [Lee and Kifer, 2018]].

Most of existing methods are based on Gradient Descent
(GD) and Stochastic Gradient Descent (SGD) [[Abadi et al.,
2016, Wang et al., 2019]. Abadi et al.|[2016] developed new
algorithmic techniques for learning and a refined analysis of
privacy costs within the framework of differential privacy.
Wang et al.| [2019] proposed a DP Laplacian smoothing
SGD (DP-LSSGD) to train machine learning models with
differential privacy guarantees. However, they are slow in
general for large datasets [Liu et al.,|2017,Shang et al., 2018],
2020]]. [Wang et al.|[2017]] presented algorithms with tighter
utility upper bound and less running time based SVRG
[Johnson and Zhang], 2013]].

This paper will propose two new efficient stochastic PCA
algorithms with (e, §)-DP by using gradient perturbation,
which are different from existing input and object perturba-
tion power methods, and can achieve privacy protection at a



much lower noise magnitude.

3 PRELIMINARIES AND DEFINITIONS

In this section, we provide some background information
on differentially private PCA.

3.1 NOTATIONS

We first give some notations used in this paper. We generally
use lower case letters to denote vectors, and upper case
letters to denote matrices. The data given to our algorithms
is a set of n vectors X = [z1, 2, ,x,], where each x;
corresponds to the private value of one individual, x; € R,
and ||z;|| < 1 for all i. For a given matrix X € R"*¢
(d < n) whose rows are the data vectors {z;}, let A =
LXTX denote the d x d second moment matrix of the
data, which is called the covariance matrix. The matrix
A is positive semidefinite, and has Frobenius norm || A|| .
For a vector w € R, |lw|| denotes the £ norm. For a
matrix X € R"*%, the spectral norm is defined as || X || =
MaX,,cRrd,|w|,=1 || Xw|2; the Frobenius norm is defined

as | X||p = />, 22

ij Lij» where x;; are the entries of the

matrix X.

For a matrix X, the singular value decomposition of X is
definedas: X = UXV ", where U € R"*" and V € R¥*4
are called the left and right singular vectors, respectively,
and they are unitary matrices. The matrix ¥ € R"*? is a
diagonal matrix with non-negative entries o1, - =+, Omin(d,n)
(01 > 02 > --+) along the diagonal, which are called the
singular values. We define Vi, = [vq,:~+ , vi] and call it the
principal k right singular subspace. It is well known that
1X]l2 = o, | X[} = 32, 07, and [|X Vi[5 = 325, oF =
maxXpcprdxk ||XPH%—~

3.2 PROBLEM SETUP

Considering that the PCA problem can be viewed as a finite
sum problem in the following form

1 n
i V)=— (V 1
VeRIY T 1 LS ; fiV), %
where both f;(V') and f(V') are smooth, and & denotes the
number of the top eigenvalues.

We consider the problem of recovering the top k right sin-
gular subspace of a n x d matrix X, where k£ < d. This
is equivalent to recover the top k eigenvectors of X ' X, or
equivalently, to solve the optimization problem

min

TN T
. B 1% (n;x z;) V. )

3.3 SOME ASSUMPTIONS

Assumption 1 (L-smooth) Each component function f;(-)
is L-smooth with respect to the norm || - |, if for Yoy, vs €
R, there is a constant L such that

[Vfi(v1) = Vfi(v2)|| < Lllvy=wall, i € [n].  (3)

The above definition has another equivalent form, i.e.,
Yy, v9 € Re

_§||U1—”2||2 < for)=f (v2) =(Vf(v2), vi—va) < §||v1—v2|\2.

“

Assumption 2 (Lipschitz Function) A function [ is G-
Lipschitz, if for Yoy, vy € RY, there exists G > 0 such
that | f(v1) — f(w2)| < Gllvr — vzl

3.4 DIFFERENTIAL PRIVACY

Given a matrix X, our goal is to output a subspace that
preserves privacy and captures the variance of X as much
as possible. To introduce the formal definition of differential
privacy in [Dwork et al.,[2006, [Dwork et al., 2014, [Mironov,
2017], we call two datasets D, D € R" neighbors if they
differ in only one row, as each row in X corresponds to an
individual user. We will ensure (¢, §)-differential privacy
with Gaussian perturbation.

Definition 1 (Differential Privacy [Dwork et al., 2006]])
A randomized mechanism A : D" — R is (€,0)-
differentially private ((¢€,6)-DP) if for every two neighbor-
ing datasets D, D eDn differing in one entry and for any
subset of outputs O C R, it holds that

Pr[A(D) € O] < e“Pr[A(D') € O] + 6. (5)
When § = 0, A is e-differentially private (e-DP).
Definition 2 (¢5-sensitivity [Dwork et al., 2014]) Fortwo

adjacent datasets D, D e D" differing in one entry, the
Lo-sensitivity Ao (q) of a function q : D™ — R is defined as

As(g) = sup [|g(D) — ¢(D)| 2. (6)
D, D’

Definition 3 (Gaussian Mechanism [Dwork et al.,[2014])
Given any function q : D — R%, the Gaussian mechanism
is defined as:

M(D,q,€) = q(D) + z, (N

where z is drawn from Gaussian distribution N (0, \?I;)
with X > V2In(125/0)82(a) o, As(q) is the lo-

€
sensitivity of the function q. Gaussian mechanism preserves
(e, 0)-differential privacy.



Definition 4 ((«, p)-RDP [Mironov, 2017]) A  random-
ized mechanism A : D" — R is p-Rényi differentially
private of order o > 1, i.e., (o, p)-RDP, if for any adjacent
datasets D, D' eDpn differing in one entry, it holds that

Do(ADIAD) 2 L 1osk (355 ) <o ®

4 DIFFERENTIALLY PRIVATE
STOCHASTIC ALGORITHMS FOR
PCA

In this section, we propose two new efficient differential
privacy stochastic algorithms for PCA. Then we discuss the
main components of our algorithms toward differentially pri-
vate PCA. The first is a differentially private stochastic gradi-
ent descent PCA (DP-SPCA) algorithm, in which Gaussian
perturbation is added to the computation of gradients at each
iteration step. Our next stochastic algorithm is differentially
private stochastic variance reduction PCA (DP-VRPCA),
which is based on a variance reduced stochastic gradient
technique [Johnson and Zhang, [2013|] and has a tighter util-
ity upper bound and a faster convergence speed. We derive
that both algorithms are differentially private approximation
to the top-k subspace, and DP-SPCA and DP-VRPCA are
guaranteed to be (¢, §)-differentially private.

Before we describe our algorithms, we first present a gen-
eral framework of differentially private PCA. A privacy-
preserving PCA takes the row of X € R"*¢ as input
data and then calculates the sample covariance matrix
A = 1XTX. Finally, it computes the top-k subspace of
A as the output. However, this framework needs to repeat
multiplying operations on the covariance matrix A, and the
processing can be prohibitive for large-scale datasets. More-
over, the frameworks of differentially private PCA usually
have to assume that the eigenvalues satisfy a condition for
the sake of analysis, e.g., 0 — 0}, ; = w(y/n) as in [Dwork
et al., 2014]. In this paper, we use a stochastic framework
with privacy-preserving alternatively, which only chooses
one sample at each iteration. Therefore, this avoids perform-
ing multiplication operations on the matrix A and does not
need to assume such a condition of the eigenvalues.

In the following formulations of the algorithms, we first
describe them in the simplest form of the problem in Eq. (2).
Where k£ = 1, the problem can be formulated as follows:

veER:wTv=1

min flv)= —UT(% Z x] x)v, )
i=1

and our goal is to find the top eigenvector vg.

4.1 DIFFERENTIALLY PRIVATE STOCHASTIC
SINGULAR SUBSPACE COMPUTATION VIA
GAUSSIAN MECHANISM

DP-SPCA with k=1 is summarized in Algorithm [l which
outlines our basic update rules for training a differentially
private PCA model with parameters v by minimizing the
empirical loss function f(v).

In our DP-SPCA algorithm, we estimate the gradient of
f () by calculating the gradient of the loss function on the
randomly selected examples, which provides an unbiased
estimator similar to ordinary SGD. The way of our DP-
SPCA algorithm to learn a DP model is injecting Gaussian
noise into the stochastic gradient, and we give the following
update rule,

vy = vgr — (Vi (vi—1) + 2), (10

where 7 is the step-size, and z is the Gaussian noise injected
for DP guarantees.

More specifically, a random example is selected in each
iteration and we compute the gradient V, f;,, which is the
stochastic gradient of f evaluated from the input z;, and is
an unbiased estimate of the gradient V,, f, and adds a Gaus-
sian noise z in order to protect privacy. Then v is updated
toward the local minimum along the opposite direction of
this noise gradient (—(V, f(x;,) + z)). Finally, we perform
an orthogonal transformation, which aims to ensure that v
is a unit vector. We assume that each component function
fiis G-Lipschitz.

The block form (k > 1) of Algorithm|[I]is similar to how to
generalize power iterations to orthogonal iterations, where
the d-dimensional vectors v; are replaced by d x k matri-
ces V;. And orthogonalization is used instead of the nor-
malization step, which aims to obtain an orthonormal col-
umn basis of a matrix, that is, v; = mvg is replaced by
V, = Vt/(v;"rvt/)fl/Q_

Next we provide the theoretical analysis of Algorithm [I]
under the framework of differentially private PCA. Privacy
guarantee is the basic requirement of a privacy algorithm,
and the utility guarantee indicates that how effective is the
algorithm against the non-private version. Note that we

provide the detailed proofs of some theoretical results in the
Supplementary Materials.

Lemma 1 In DP-SPCA (i.e., Algorithm , fore < L and
0 >0, it is (¢, 0)-differential private if
_ 20TaG?
 n2eu

where oo = log(1/9)/((1 — n)e) + 1, and p € (0,1).

A (11)

Theorem 1 (Privacy Guarantee for DP-SPCA) Suppose
that each component function f; is G-Lipschitz. Given



Algorithm 1 DP-SPCA(X, n)

Input: Data matrix X € R™* 4. the number of iterations 7.
Initialize: An initial vector vg, and A = %X X

1: fort=1,2,--- ;T do

2:  Randomly sample i; from {1, 2, ..., n} uniformly;

3 v = v — n(Vig(vie1) + z), where z ~

N(0,X31) and A} = 20Lac”,

4: vy = m%’f;

5: end for
Output: The top eigenvector vy, = vr.

6 > 0 and privacy budget ¢, with injected Gaussian
noise N'(0,)\?) for each coordinate, DP-SPCA sat-
isfies (€,8)-DP with \3 = 20TaG?/(n%ep), where
a=1og(1/6)/((1 — w)e) + 1, if there exits p € (0,1) such
that 5T/ (nep) > 1.5 and the sampling rate T = 1/n,
we get vy of each iteration is (tue/T + (1 — p)e, 0)-DP,
and finally get the output of DP-SPCA, vy, is (¢, 6)-DP.

Theorem 2 (Utility Guarantee for DP-SPCA) Suppose
each component function f; is G-Lipschitz. Given e, § > 0,
with injected Gaussian noise N'(0, \}) for each coordinate,

DP-SPCA satisfies (€,8)-DP with \} = 205;‘:52, where
a =log(1/6)/((1 — p)e) + 1. If we choose ny = 1/T and
T = O1(||lvg — 9&||? + A)nepn/dG? log(1/5), the output

of DP-SPCA (i.e., vi) satisfies the following utility

CoG/[[vo— by |2 +4)dlog(1/5)

The above utility bound for the case of k > 2 becomes

E|lvp — o ||* < (12)

Cov/RG Vo= TVi[12-+7)d1og(1/6)
ny/eft ’

) (13)

where vy, and Vi, are the optimal solution without perturba-

tion, 5 = ||V f(Vi)||? +1/2, and Cy, Cs, C3 are constants.

E(|Ve—Vi|2 <

Remark 1 This theorem shows that the utility bound of DP-
SPCA is O(n—@), which is much better than that of Local

Gaussian [|Wang and Xul [2020] (i.e., O( kd ).

ne?

4.2 DIFFERENTIALLY PRIVATE STOCHASTIC
VARIANCE REDUCTION SINGULAR
SUBSPACE COMPUTATION VIA GAUSSIAN
MECHANISM

The advantage of DP-SPCA is that each iteration only de-
pends on one derivative V f;, (v), so the calculation cost is
greatly reduced. However, the disadvantage of DP-SPCA is
that randomness introduces high variance due to the fact that
V fi, (v) is equal to the gradient V f (v), but each V f;, (v) is

different. This means that SGD-style algorithms have a rela-
tively large variance and greatly slow down convergence.

For large-scale datasets, DP-SPCA is relatively slow and has
low accuracy. To improve these performances, our second
algorithm, DP-VRPCA, randomly samples a k-dimensional
subspace with Gaussian perturbation that ensures differen-
tial privacy and is biased towards high utility. The pseudo-
code of DP-VRPCA is outlined in Algorithm [2] We call
each execution of the inner loop as an iteration, and call
each execution of the outer loop as an epoch. Therefore, DP-
VRPCA includes multiple epochs; and each epoch contains
T iterations. The update rule in Line 6 is a generalized rule
of DP-SPCA, which can significantly reduce the variance
and use a relatively large learning rate.

The basic idea of DP-VRPCA is to use randomly sampled
row x;, of the matrix X to perform stochastic updates, but
think of them as a similar form of exact power iterations,
and use them to gradually reduce the variance of stochastic
updates. In particular, the algorithm is divided into several
epochs s=1,2,--- ,m. In each epoch, we perform an ex-
act power iteration for the matrix A, and then perform 7'
stochastic updates, which are rewritten as follows:

vp= (I+nA)vi_y +n(:citzit —A)(vs_1 —0)—nz. (14)

We can see that the first term can actually be regarded as a
power iteration, the expectation of the second term is zero-
mean, and the variance is determined by [Jv;_1 — 9|2, With
the progressing of the algorithm, both v;_; and v converge
to the same optimal point, so ||v;_; — ©||? shrinks, leading
to convergence. And 7) is a constant step-size and z is the
injected Gaussian noise for DP guarantees.

The block version (k > 1) of Algorithm [2]is similar to
the operations of Algorithm[I} Next we give the theoretical
analysis of Algorithm

Theorem 3 (Privacy Guarantee for DP-VRPCA)
Suppose that each component function f; is G-Lipschitz.
Fore < T2 and § > 0, DP-VRPCA is (e, 0)-differential
private with \3 = G*Tm]1og(1/5)/(n?e?).

Theorem 4 (Utility Guarantee for DP-VRPCA)

Suppose each component function f; is G-Lipschitz.
Given €,8 > 0, with injected Gaussian noise N'(0, \3)
for each coordinate, DP-VRPCA satisfies (€,9)-DP

with \3 = % If we choose n < 1/12L and
m=Cy log(m), the output of DP-VRPCA (i.e.,
v¥) satisfies the following utility

CsG?dlog(ne/dG) log(1/6)

A2
E”'Uk — 'UkH § n2€2 . (15)
The upper bound for the case of k > 2 becomes
2
E|[Vi Vi |2 < CsvVkG?dlog(ne/dG) log(l/é)’ (16)

n2e?



Algorithm 2 DP-VRPCA (X, )

Input: Data matrix X € R%4 the step-size 7, and the
iteration numbers 7', m.
Initialize: An initial vector 9°, and A = %X X
1: fors=1,2,--- ;mdo

2 Tl = Vi@ = Aveh
30 vy =051
4. fort=1,2,---,Tdo
5: Randomly sample é; from {1, 2, ..., n} uniformly;
6: g; = Vfi(vi_1) = Vfi,(05 1)+ a1 + 2z, where
2z~ N(0,\31,) and \3 = %ﬁ(l/é);
T v =0l g
s __ 1 s'.
8: ;= mvt ;
9: end for
10 0% =vf;
11: end for

Output: The top eigenvector vy, = v7.

where Cy, Cs5, Cy are three constants.

Remark 2 TheoremH|shows that the utility bound of DP-
VRPCA is O(%), which is much better than that of
Local Gaussian [Wang and Xu, |2020], i.e., O(%).

4.3 COMPARISON WITH RELATED WORK

In this subsection, we compare our algorithms with re-
lated methods in terms of utility upper bound and the level
of noise magnitude required. There ‘are some major mea-
surements to analyze the results of different algorithms.
For instance, some existing algorithms such as [Dwork
et al., [2014] Jiang et al.| 2015} Wang and Xu} 2020] use
the subspace distance (i.e., [|[Vx Vi — Vi V,.[||r) as a qual-
ity measurement, and some algorithms such as [Hardt and
Roth| 2013} |Chaudhuri et al.l 2012]] apply the variance (i.e.,
| XVi||% — || X V%) as a quality measurement. Then we
show that our measurement is of the same order of the sub-
space distance, so that we can compare our utility bound
with those of other methods.

Lemma 2 The criterion (i.e., |V, — Vi||%) used in this
paper is of the same order as the general subspace criterion

ViVl — VkaT| F, ie, whenk =1,

o1 — 1]1* = O(Jlvrv] — 019 ||F), (17)
and when 'k > 1
Vi = VilF = O(IViVi,| = ViVl llp).  (18)

We show the compared results of different algorithms in
Table [T] which are for the case that the measurement is
|V V,” = ViV || . Note that the compared algotithms such
as [Dwork et al.,|2014] need to assume that the eigenvalues
of A satisfy such condition, e.g., 0 — 07, = w(d), which
is not required in Theorems [2] and [d] We can see that our
DP-SPCA and DP-VRPCA achieve tighter utility bounds
with less noise required compared with existing methods.
To be more precise, the noise of DP-VRPCA is of the same
order as DP-SPCA, which is inversely proportional to n?
and is of less magnitude than other methods. And the utility
bounds of DP-SPCA and DP-VRPCA are both inversely
proportional to n, which is obviously better than the upper
bounds of other algorithms. In particular, the utility bound
of DP-VRPCA is better than that of DP-SPCA by a factor
of O(v/dlogn/n) in the low-dimensional case.

Table 2: Summary of the datasets used in our experiments.

Dataset f Samples, n  f Features,d  Sparsity
a9%a 32,561 123 11.2757%
CIFAR-10 50,000 3,072 99.7617%
MNIST 60,000 784 80.8798%
Real-sim 72,309 20,958 0.2448%

S NUMERICAL EXPERIMENTS

In this section, we turn to validate our theoretical results on
real-world datasets. We compare the proposed algorithms
(i.e., DP-SPCA and DP-VRPCA) with other state-of-the-art
methods in order to verify our theoretical results.

5.1 DATA AND PREPROCESSING

We report the performance of our algorithms on the widely
used real-world datasets (i.e., a9a, CIFAR-10, MNIST and
Real-sim)| The detailed information of the four datasets is
shown in Table 2] We preprocessed each dataset by normal-
izing each row so that each entry has maximum value 1, and
normalized each column such that the maximum column
Euclidean norm is 1.

Settings. In the experiments, the parameters are set as fol-
lows: the number of iterations is set as T'=n in DP-VRPCA,
where n is the number of samples. We pick a fixed step-size,
which is set to 7; = 5 in DP-SPCA and n = 1 in DP-
VRPCA. And the parameters § in 0% and o3 are set to 0.001
in DP-SPCA and DP-VRPCA. Moreover, the initial vectors
vo and 7° are randomly generated unit vectors.

Performances Metrics. The performance indicator is mea-
sured by the subspace distance ||V}, — Vi||%, where Vj is the

'All the datasets can be downloaded from the website at
https://www.csie.ntu.edu.tw/~cjlin/libsvm/,


https://www.csie.ntu.edu.tw/~cjlin/libsvm/

Table 3: Classification accuracies of all the differentially private algorithms on a9a (k = 10), MNIST (k = 10) and Real-sim
(k = 300) in the k-dimensional subspaces under the privacy budget ¢ = 0.1.

Method a%a MNIST Real-sim
Non-private counterpart 84.9483+0.00 99.2883+0.00 99.4275+£0.00
PPI [Hardt and Roth, |2013]] 79.8034+0.14 96.1450+0.20 71.7836+0.11
MOD-SULQ [Chaudhuri et al., 2012]] 80.1136+0.10 96.5200+0.09 72.7932+0.17
Gaussian [Dwork et al., [2014] 80.3199+0.23 97.0667+0.34 85.5685+0.34
DP-SPCA (ours) 82.5539+0.09 98.3500+0.18 92.1290+0.10
DP-VRPCA (ours) 82.5539+0.07 98.4750+0.14 94.1852+0.13
optimal solution without perturbation and V}, is the result Ve ] -
obtained by different algorithms. ) - _g:‘us;an ’ - : _ES‘WLQ
R —owomae || | 2f % = = Nenpe
5.2 EFFECT OF PRIVACY ON DIFFERENT s : &\‘“\m\ PP .
ALGORITHMS N NIRRT e
05 \*811&:_&:8: | 0s - -0 3 3
In this subsection, we first confirm our theoretical results T o N IR T
of DP-SPCA and DP-VRPCA on real-world datasets, and
we compare our algorithms with the state-the-of-art algo- (a) a%a, k=5 (®) a9, k = 10
rithms including: Nonprivate PCA (without perturbation), 25§ e —
MOD-SULQ (Chaudhuri et al.| [2012]]), Gaussian Mecha- Ry e _g[j'm;mo ) . LI
nism (Dwork et al.| [2014]), PPI (Hardt and Roth| [2013])), W iy sho % o DhvRRCA
DP-SPCA (i.e., Algorithm[T)) and DP-VRPCA (i.e., Algo- &' ™% e AR
rithm Q) on a9a, MNIST and CIFAR-10 with normalized L ENS Q\% R,
rows for each dataset. ! Dl SN ‘:\_:*_;_;;

In the initialization of v and ©°, we tried a uniformly gen-
erated random projection. We measured the utility by sub-
space distance, where V}, is the k-dimensional subspace
output by the algorithm, thus this reflects how close the
output subspace is to the true PCA subspace (i.e., Vi) in
terms of representing the data. The experimental results
are shown in Figure [T which indicates that the error de-
creases as the privacy budget e increases (i.e., less private),
and our DP-SPCA and DP-VRPCA algorithms are signif-
icantly better than other compared algorithms. Especially,
DP-VRPCA has better performance due to the decreasing
variance through iterations. These experiments support the
claim that not just the theoretical analysis is superior, but
also the performance is affected in a positive way.

5.3 EFFECT OF PRIVACY ON CLASSIFICATION

A common use of dimensionality reduction algorithms is a
preparation for a classification or clustering task. To evaluate
the effectiveness of the proposed algorithms, we projected
the data onto the subspace output by the algorithms and used
the projected data to measure the classification accuracy.
We used the linear SVM as a discriminative classifier and
evaluate our algorithms and other compared methods on
a9a, MNIST and Real-sim. We chose these three datasets
because they are publicly available and have long served as
benchmarks for machine learning applications.

0.2 0.4 06 0.8 1 12 0.2 0.4 0.6 0.8 1 12
Privacy Level e

(d) MNIST, k& = 10

Privacy Level e

(c) MNIST, k = 5
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Figure 1: Comparison of all the differentially private PCA
algorithms with different privacy levels, where k& denotes
the number of eigenvalues.

In the classification experiment, we used half of each dataset
as the reserved set for calculating a projection subspace. We
projected the classification data onto the subspace computed
based on the holdout set. Here, 10% of each dataset was
used for training and parameter tuning, and the rest was
used for testing. We repeated the classification process 10
times for each algorithm, and then ran the whole procedure
over 10 random arrangements of each dataset. The average
classification results are reported in Table 3]



The classification results show that the classification perfor-
mance of our algorithms in top-k PCA subspace is closer
to that of non-private PCA, while the performance of the
compared algorithms (e.g., MOD-SULQ) is a little worse.
The classification accuracies of MOD-SULQ and PPI also
appear to have higher variance compared to our algorithms
and non-private PCA. The reason is that the projections tend
to be far away from the top-k PCA subspace, making the
classification error with a larger variance.

6 CONCLUSIONS

In this paper, we studied the problem of differentially pri-
vate PCA and proposed two new stochastic PCA algorithms
with better utility bounds. When gradient perturbation is
combined into differentially private PCA methods, a bet-
ter bound with less noise magnitude can be achieved. The
proposed algorithms are simple to implement, and we also
showed that they can improve the utility of the private PCA
models in both theory and practice.

Several recently proposed accelerated stochastic variance
reduction algorithms (e.g., Katyusha [[Allen-Zhul 2018 and
MiG [Zhou et al.| [2018]]) and their asynchronous parallel
variants such as [Zhou et al., 2018 |Shang et al.,|2021]| can
be used to further accelerate the proposed differentially pri-
vate PCA algorithms for solving large-scale problems. In
the further, we will use the Laplacian smoothing technique
in [Wang et al., 2019] to further improve the practice per-
formance and utility bounds of our differentially private
stochastic PCA algorithms.
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